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Differentially Private Recursive Least Squares
Estimation for ARX Systems with
Multi-Participants

Jianwei Tan, Jimin Wang, Member, IEEE, and Ji-Feng Zhang, Fellow, IEEE

Abstract—This paper proposes a differentially private
recursive least squares algorithm to estimate the param-
eter of autoregressive systems with exogenous inputs and
multi-participants (MP-ARX systems) and protect each par-
ticipant’s sensitive information from potential attackers. We
first give a rigorous differential privacy analysis of the algo-
rithm, and establish the quantitative relationship between
the added noises and the privacy-preserving level when the
system is asymptotically stable. The asymptotic stability of
the system is necessary for ensuring the differential privacy
of the algorithm. We then give an estimation error analysis
of the algorithm under the general and possible weakest
excitation condition without requiring the boundedness,
independence and stationarity on the regression vectors.
Particularly, when there is no regression term in the sys-
tem output and the differential privacy only on the system
output is considered, =-differential privacy and almost sure
convergence of the algorithm can be established simultane-
ously. To minimize the estimation error of the algorithm with
e-differential privacy, the existence of the noise intensity
is proved. Finally, two examples are given to show the
efficiency of the algorithm.

Index Terms— Differential privacy, parameter estimation,
least squares, MP-ARX systems

[. INTRODUCTION

As one of the most fundamental methods for data analysis
and system identification, the least-squares method has made
a series of theoretical achievements [1]-[6], and has been
ubiquitously employed in numerous fields, such as engineering
systems, physical systems, social systems, biological systems,
economic systems and many others [7]-[10]. For example,
the least-squares method is used to study the relationship
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between the environment in which children grow up and their
prospect for economic mobility [9], to find that how solar
radiation and pump velocity affect the temperature in heat
storage, and to construct a mathematical model for aircraft’s
dynamic behaviors [11]. In practice, the system inputs may be
provided by more than one participant, such as in game theory
[12], engineering [13] and federated learning [14]. Besides,
the existence of the regression terms also makes the model
suitable for describing control systems where the historical
output usually influences present output. One of the examples
is the disease-related diagnosis in hospitals. A patient may
go to different hospitals for different diseases in seeking of
better treatment. These hospitals want to study the relationship
between these different diseases, and a natural way is to
share patients’ information. Here the disease of interest can be
viewed as the system output, and other related disease can be
viewed as the system input that provided by different hospitals.
In this case, the MP-ARX systems can naturally be used to
model the relationship of those diseases. Hospitals need to
protect the privacy of individual patients. However, the privacy
of each participant may be breached when each participant
sends its data directly to date center if the potential attackers
exist. So the data involved in the least squares method may be
sensitive and need to be protected. In addition to the patient
medical records just mentioned, these sensitive information
may also be personal income in social research [9], medical
records in drug administration [15], or power consumption in
householder [16]. If the sensitive information is leaked, then
it may threaten property, privacy and even life. Therefore, it is
of great importance to develop a privacy-preserving estimation
method that can not only realize the benefits of the least-
squares method but also protect the sensitive information
involved.

Recently, a brief but comprehensive discussion for privacy
security in control systems has been given in [17]. Up to now,
there are many techniques developed to protect the privacy in
control systems, such as structure based techniques [18], iso-
morphic transformation [19], homomorphic encryption [20],
[21], [22], [23] and stochastic perturbation [24]-[30]. Struc-
ture based techniques and isomorphic transformation method
usually require the data center directly access the sensitive
information. These kind of methods are not applicable to
privacy protection of the least-squares method when the data
provider do not trust the data center. Homomorphic encryption
method allows addition or multiplication similar to plaintext
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in ciphertext, but this kind of method requires a large amount
of computation and is also time-consuming, which limits its
use in practice. In addition, homomorphic encryption based
privacy preserving recursive least-squares methods usually
require that at least one server is trustworthy [21].

In the stochastic perturbation technique, differential pri-
vacy and correlated noises are two commonly used methods.
Assuming that potential attackers cannot access the entire
neighborhood set of an agent, a well-designed correlated noise
sequence has been used in [25] to obfuscate the sensitive
information. As pointed out in [23], if potential attackers
obtain the information received and delivered by an agent, then
this agent’s initial state can be estimated through an iterative
observer under such correlated noises mechanism. Different
from the correlated noises privacy-preserving approach, dif-
ferential privacy possesses a more robust privacy of an agent
regardless of any auxiliary information potential attackers may
have. Besides, differential privacy is easy to implement and
computationally lightweight, and thus becomes a de facto stan-
dard for privacy protection [31], [32], [33], [34]. Up to now,
the least-squares method with differential privacy requirements
has been studied from different aspects, such as differentially
private M-estimate [35], differentially private empirical risk
minimization [36], [37], [38], differentially private linear re-
gression [39]-[44]. Differentially private M-estimate [35] and
empirical risk minimization [36], [37], [38] were presented,
but the regression vector was required to be bounded. A differ-
entially private iteratively reweighted least-squares algorithm
was developed without considering the convergence analysis
[45]. A differentially private algorithm for linear regression
learning in a decentralized fashion was presented, but the
estimation error increases linearly or exponentially [42]. The
differential privacy for linear regression by the functional
mechanism [39], high dimensional sparse linear regression
[40], [41] and linear regression with unbounded covariance
[43] were studied, respectively. However, the regressor vector
therein has independent identically distributed requirements,
which is not suitable for the systems with regression terms.

In this paper, we focus on a differentially private recur-
sive least-squares algorithm for MP-ARX systems. The e-
differential privacy analysis of the algorithm is given for each
participant. Then, the estimation error of the algorithm are
provided under the general and possible weakest excitation
condition. The main contributions of this paper are as follows:

« A differentially private recursive least-squares algorithm
for MP-ARX systems is proposed to estimate unknown
parameters and protect each participant’s sensitive in-
formation from potential attackers. Unlike most existing
works, the system considered is with inputs distributed in
different participants, and is more general than the ARX
model [7], [11].

« The quantitative relationship between the added noises
and the privacy level ¢ is obtained for each participant.
Besides, it is proved that the asymptotic stability of the
system is necessary for ensuring the differential privacy
of the algorithm.

o The estimation error of the algorithm is given under
the general and possible weakest excitation condition

without requiring the boundedness, independence and
stationarity on the regression vectors. More interestingly,
when there is no regression term in the system output
and the differential privacy only on the system output is
considered, the almost sure convergence and e-differential
privacy of the algorithm is obtained simultaneously.

« When the algorithm is e-differentially private, the exis-
tence of the noise parameters is proved to minimize the
estimation error of the algorithm.

The rest of this paper is organized as follows. Problem
formulation is given in Section 2. The proposed algorithm,
the privacy and estimation error analysis of the algorithm are
presented in Section 3. Two examples are given to show the
efficiency of the algorithm in Section 4, and some concluding
remarks are given in Section 5.

Notation: In this paper, C, R, N, R™ denote the sets
of complex numbers, real numbers, non-negative integers
and n-dimension Euclidean space, respectively. R™*™ and
ZA(R™) denote the set of m-by-n real matrix and Borel
sets on R™, respectively. (RT)" = {(z1,...,2,)|z; >
0,1 < ¢ < n}. For ¢ € R", define |z =
Szl x| = /2 x? For M e R™*", define
|M| = supjyy= [Mz| with z € R". Further, if matrix
M is symmetric and semi-positive definite, define A, (M)
and A\pax(M) as the smallest and largest eigenvalue of M,
respectively. For sequences {z;} and {x;;} with z,z; €
R, and any two positive integers ¢ > s, denote z[sy =
[T, Zog1, s xe]T, 2o [Ziss Tist1s---,%it)" . For
D e #(RT) with (z1,29,...,27) € D, denote D|,, =
{xg|(xq, .. .,xr) € D}. Given two real valued func-
tions f(n) and g(n) defined on N with g(n) being strictly
positive for sufficiently large n, denote f(n) = O(g(n)) if
there exist M > 0 and ng > 0 such that |f(n)| < Mg(n) for
any n = ng; f(n) = o(g(n)) if for any € > 0 there exists
ng such that |f(n)| < eg(n) for any n > ng. L(u,b) denotes
the Laplacian distribution with probability density distribution

f(@|p,b) = 35 exp(—‘x;b“‘), mean y and variance 2b%.

3y Ly e o

I[I. PROBLEM FORMULATION
Consider the following MP-ARX systems:

Yk+1 = G1Yk + Q2Ygp—1 + - + QpYk+1—p
+biaur g Fbiour 1+ 01U k1

+ b Uk + bapuo 1 4 -+ b2 g, U2kt 1—gs

+ bm,lum,k + bm,2um,k71 +---+ bm,qmum,kJrlfqm

+ w1, VkEN, )

where p € N;g; € N for ¢« = 1,...,m are known system
orders; a; € R,b;; e R, forl =1,...,¢,5 =1,...,p,i =
1,...,m are unknown parameters; y; € R is the system
output measured by Participant Py at time £, u;, € R is
the system input provided by Participant P; at time k for
i=1,...,m; wg € R is the system noise at time k. Without
loss of generality, we assume Y1 = 0 and w;;, = 0 for
k<0.
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For compact expression, we introduce the following vectors:

T
9= [(1,1,...7(1p,b1’1,...,b1’q1,...,bm’l,...,bm’qm] 5
Pr = [yka oy Yk+1—p, UL ks - - oy UL k+1—qy 5
T
cees Umiky - um,k+1—an] ’
and rewrite (I) as:
T

Yrs1 = 0" op +wpgr, VeeN. (2)

&

/ eavesdropper

Participant

Fig. 1. Architecture of the problem: multiple participants (i.e. Po, - - -,
Pm ) collaborate to complete a parameter identification problem that
cannot be completed by any individual participant, where participants
are low-resource parties with sensitive information that they outsource
to a powerful data center (may be one participant). The data center
has to solve an identification problem on the sensitive information of
the participants

The situation we consider in this paper is that a data center
(may be one participant) wants to collect information from
the involved participants to identify the unknown parameters
in System (1), and each participant protects its sensitive
information against the potential attacker. The architecture of
the problem is presented in Fig. 1. Participant Py’s sensitive
information is 1.7}, and Participant P;’s (i = 1,---,m)
sensitive information is w; o,y 1) for any 77 > 1. The
potential attacker may be the semi-honest data center or an
eavesdropper [17] with the following abilities:

» Eavesdropping on all communication channels between

each participant and the data center.

o Colluding with some participants to infer other partici-

pants’ sensitive information.

In this case, participants’ sensitive information will be
leaked to the potential attackers if they send information
directly to the data center. To address this issue, we propose
a differentially private recursive least-squares estimation algo-
rithm.

Next, we will provide two econometric research examples
on the scenarios considered in this paper.

The first one is on the impact study of historical investment
behaviors of various banks in economic development situation.
yi represents the economic development situation of the kth
month (internal evaluation indicators), and u; g, 2 = 1,--- ,m
represents the credit investment scale of the ¢th bank in the kth
month. System (T)) is used to identify the relationship between
the economic development situation of the & + 1th month and
historical economic development situation and the historical
investment situation of each bank. Among them, data about
the economic development situation and the credit investment
scale of various banks need to be protected.

The second one is on the impact study of local debt
resolution investment in various provinces on overall systemic

risk governance. yj, represents the systemic risk indicator
for the kth month, and w; %, ¢ = 1,---,m represents the
government monetary policy investment received by the ¢th
province in the kth month. System (I)) is used to identify the
relationship between the systemic risk of the & + 1th month
and cumulative systemic risk level and recent government
investments in each province. Among them, systematic risk
indicators and local debt resolution allocation quota data in
various provinces need to be protected.

Remark 1: When m = 1, the architecture of the problem
becomes two participants (i.e. Py and P; ) collaborate to iden-
tify parameters while protecting each participant’s sensitive
information. In this case, System (]II) reduces to the normal
ARX model [7], [11]. So the results of this paper are also
applicable to the privacy issues involved in the normal ARX
model.

Remark 2: The architecture of the studied problem is simi-
lar to the federated learning, and adheres to (i) privacy of data,
(i1) local computing, and, (iii) data transmission. Federated
learning is a learning architecture where multiple devices (par-
ticipants) collaborate to train a model under the coordination of
a data central. The learning architecture adheres to (i) privacy
of data, (ii) local computing, and, (iii) model transmission [14].
Thus, the system inputs and outputs are exchanged in this
paper, while the models are exchanged in federated learning.
Besides, in this paper, local computing only occurs in the data
center while it occurs in each participant including the data
center in federated learning.

[1l. MAIN RESULT
A. Algorithm
For each participant, let

Po: Uk =Yk + Mk, 3
Pi :ai,k = Ui,k +§i,k7 7’=17 , M, (4)
where i, ~ L(0,bo), &x ~ L(0,b;), by and b; are the
parameters to be designed. At time k, Participant P; sends
U, y—1 to the data center, and Participant Py sends ¥, to the

data center.
For the data center, let

Pk = [Ji, - -

ceey Um ks - -

. ﬂl,qulJrlu
T P+t G
cRR pIN ‘L

) gk7p+17 ﬂl,k» ..
: 7’am7k_(Im+1]

and at time k + 1,

ar = (1+ @4 Pupr) ™", 3
Or+1 = Ok + a1 Pr@r(Urs1 — o1 Or), (6)
k
Py = (Pyt + Z @i @)~ = Pp — ax Peprt Pr, (1)
i=0

where 6}, is the estimate of § at time k, ]50’ L = af for any
given small positive «, 6 is the initial value of § at time
k=0.

Remark 3: The recursive algorithm (3)-(7) updates the es-
timate as soon as the new data are collected. As shown in
[10], the recursive algorithm is online and a key instrument in
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adaptive control, adaptive filtering, and adaptive prediction.
This can be applied to many practical problems, such as
ship steering, short-term prediction of power demand, digital
transmission of speech, channel equalization, monitoring and
failure detection [10]. Furthermore, the proposed algorithm
consumes less storage space and updates the estimate step by
step as the data grows, and hence protect a more robust privacy
of each participant.

Remark 4: Different from the recursive least-squares algo-
rithm [7], the perturbed information %, and u;j are used to
protect the privacy. It is worth noting that noises are added
before information is sent out. Thus, the attacker’s available
information to infer the sensitive information can only be ¥,
4, and the raw information of those participants that the
attacker colludes with.

Remark 5: The estimation of multi-participant systems is
more difficult compared with that of multi-agent systems (e.g.
[34]), because each participant cannot identify the unknown
parameters by only using its own data. This makes the com-
munications more important for the multi-participant systems,
and further makes the data more susceptible to leakage.
Therefore, privacy protection in multi-participant systems is
more necessary than that in multi-agent systems.

B. Privacy analysis

In this subsection, we first give sufficient conditions to es-
tablish e-differential privacy of each participant, which reveals
the relationship of the privacy level and the added noise. To
do so, inspired by [24], [26], we first introduce the following
concepts on differential privacy.

Definition 1 (d-adjacency): Given a positive real number
d > 0 and a distance space (X, d). For any z,y € X, we say
that = and y are (d, d)-adjacent or d-adjacent under distance
d(-,-) if d(xz,y) < 6. Specifically, if X = R" d(z,y) =
|z —yli = X7, |zi — yi| < 4, then we say that = and y
are d-adjacent.

Definition 2 (e-differential privacy): Let €, be two posi-
tive numbers, (X, d) be a distance space of sensitive infor-
mation, (Y, %(Y)) be a measurable space of the attacker’s
observed information, ({2, .%#,P) be a probability space, M :
X x Q — Y be a random mechanism. If for all §-adjacent
x1,72 € X and for all D € A(Y),

P(M(x1) € D) < e P(M(x2) € D), (8)

then we say that M is e-differentially private under o-
adjacency.

Remark 6: (8) is standard in defining the differential pri-
vacy. Since it holds for all d-adjacent z1,29 € X, we
can exchange x; with 2o and obtain P(M(z2) € D) <
e*P(M(z1) € D). Since e ~ 1 + ¢ for a small € > 0, it
means that for a sufficiently small € > 0, the attacker cannot
distinguish x; from x5 based on the observation D, and hence
we say that the e-differential privacy is achieved.

Remark 7: Both  e-differential privacy and (e,v)-
differential privacy can be used to protect the sensitive
information of each participant. Specifically, the Laplacian
noise is used in e-differential privacy, which is analyzed by

an L; norm, while the Gaussian noise is used in (e,v)-
differential privacy, which is analyzed by an Lo norm. For
the definition of (e, v)-differential privacy, please refer to
[24], [33]. In order to clearly express our goal and calculate
conveniently, we choose e-differential privacy as the privacy-
preserving method in our paper. Note that if (e, v)-differential
privacy is used, then the privacy and convergence analysis of
the algorithm still holds.

Remark 8: Intuitively, § characterizes the “closeness” of
two pieces of similar sensitive information, £ characterizes
the difficulty for an attacker to distinguish the sensitive infor-
mation z; from its similar neighbor x5 based on the observed
information (some D c Y'). The smaller ¢ is, the more difficult
it is for an attacker to distinguish. Hence, smaller ¢ and larger
0 means a better privacy protection level.

Next, we introduce the following assumptions and lemma
for privacy analysis.

Assumption 1: System (I) is asymptotically stable, i.e.
AMz)i=1—a1z —agz? — -+ —ay2P #0,V|2] < 1.

Assumption 2: {&; 1},i = 1,---,m,{n,} are mutually in-
dependent of each other, and each sequence consists of inde-
pendent elements. Besides, &; 5 and 7341 are all independent
of {y}, {uix} and {wy}.

Lemma 1: If Assumption E]holds, then there exist constants
¢o >0 and X € (0,1) such that

|4 < coA®, VkeN, ©)
where
[ 0 1 0 0 0
0 0 1 0 0
A= | : : cee : (10)
0 0 o -~ 0 1
_ap ap—1 Aap—2 **° as Qap
Proof. By Gelfand formula in [47] and Assumption [I] the
lemma is proved. ]

Theorem 1: (Differential privacy for Participant Py) For
System (1) and Algorithm (3)-(7), let § > 0 and £ > 0 be
any prescribed privacy indexes. If Assumptions [I] and [2] hold,
and Participant Py chooses by such that

Cq
—d0<e¢g, 11
bo o (1D
where
\/]360/\
=1 12
Ci=147—+ (12)

with ¢o and A satisfying (9), then Algorithm )-(7) is e-
differentially private under §-adjacency for Participant Py.
Proof. Note that the system may operate for a long time that
exceeds 77, and the existence of the regression terms makes
yr with k > T carry former outputs’ information. Then, the
observed information for the attacker is y[;.7,], where T3
Ty is the attack duration. We denote this correspondence
Mi(yrimy]) = Ypiem- It suffices to show that for any T
Ty, any yp1.7y] and yf1:T1] satisfying ||Z/[1:T1] - yfl;Tl]Hl
6, and any D e B(R™), we have P(M(yp.ry]) € D)
e*P(M1(y[,.1,7) € D)-

NNV & WV
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Denote Q[(J:Trl] = [UlT,[Osz,l], e ’uz,[o:Tru]? Then,
YT, +1:15) 18 determined by yj1.7y), Ujo., 1] W[Ty41:T,] AC-
cording to System (I). Note that P(M,(ypr.7y)) € D) =
P(91:12] € Dly[1:1,1)- Then, by Assumption [2, we have

P(Mi(ypmy)) € Dluor,—11, Wiry +1:1])

= P(yp:1) € DIy[ims jo:me—11> Wi, +1:15])

T>
1.7 gl
= — )2 1p. %o dA
JRTQ(%O) ]!_[1 Dlg, (yx +mr)e o T,
1 T2 J H D| (13)
2b0 ]RT2 j k yk
where dAT2 =dn--- dnT2> d[_\T2 =dy;--- dﬂTz.
Similarly, one can get
P(M (y; Y. Tl]) € D|u 0:To—1]> [T1+1:T2])
]_ T2f _ ka yk\
) dA 14
2b0 o kl—]! DIy, (Ur)e Ty (14)

When u[g.7;,_1) and w[r, 41.7,] are given in System (1, by
Assumption [T} we have

T T Ts

Sy —wil = D lue =il + D luk — vkl

k=1 k=1 k=Ty+1

1 T>
< 2 lyx — y;c| + Z Hy[k+1—p:k] - yEkJrlfp;k-] 1
k=T1+1
k—
=0+ b Z |4 (Y 1-pms) = iy 11
k=T7+1
co\

<(1+\/§13A)5é015, (15)

where A is defined in (T0).

Note that
o=l
f H D‘yk g dATQ
RT2 p ko
T .
J H 1D|yk B dAT2
RT2 1

P .

Y2 lvie—vl 1|uk v
=e H Lpy,, (Fk)e
RT2 1

Then by (T1), (13)-(13) and the above inequality we obtain
_k 1 lv—ugl
e bo

< ef and
P(Mi1(ypmyy) € Dlugo.r,—11, Wiy +1:15])
<e"P(Mi1(Y[1.1y)) € Dlujorr, 11, Wity 11:15))-
Therefore,

P(Mi(ypry)) € D)

:J P(Ml(y[l:Tl]) € D|U[O:T2—1]7w[T1+1:T2])
Q
dp

U[O:Tg—l]dP
<ef L PMi(yu.y) € Dlugorr, 11 wim 41:m3)
dpP dp = e’ P(M1(yp.1y)) € D),

WITy +1:Ty]

U0: Ty —1] W[Ty +1: T3]

where € is the sample space of wupp.;,—1] and wir, 11.73],
PU[O:TTH and Pw[T1 trry AT€ the probability measures of
ufo:,—1] and wyr, 41.7,], respectively. |

Remark 9: Note that for any € > 0 and § > 0, Participant
Py can always find by sufficiently large to satisfy (TI). This
implies that Participant Py can achieve any privacy protection
level by adding sufficiently ‘large’ noises, no matter how many
other participants collude with, how those participants choose
their inputs and what the system noises are.

Remark 10: If p = 0 in System (), then we can choose
co = 0 in (O). Then, we have C; = 1 in (I2) and =
e in (TI), which simplifies the selection of by to achleve e-
differential privacy on the system output.

To establish the differential privacy for Participant P;, 7 =
1,.--,m, the following lemma is needed.

Lemma 2: For System (1), suppose that all noises and
inputs but u; , are zero for some i € {1,--- ,m} and some
ko = 0. If Jus | < & for some § > 0 and Assumption [I]
holds, then for any 7" > 0, Zk 1 lyk] < C.20, where

p 0>\
Cio = Z |05,

(16)

with ¢o and A given in (9)
Proof. Under the condition of the lemma, System (]D is
equivalent to

Yk+1 = 1Yk + Q2Yp—1 + - -~
+ bi,lui,k + ...

+ apYk+1—p

+ bi g, Uik 1—q;

where yi, = 0, Vk < ko, u;, = 0,k # ko.

bi7jui7k0, ifk=ko+75—1,
0, otherwise.

Then, the above system is equivalent to

For 1 < j < p, let ui(j) =

Yk+1 = 01Yk + Q2Yk—1 + - + QpYk+1—p
Fuk (1) + ug(2) + -+ ug(q).

Next, consider that yr41(j) = a1yk(j) + a2yr—1(j) + -+ +
apYr+1-p(J) + wr(j) with yp(j) = 0 for k < ko + j and

a7

I1<i<aq.
Similar to (I3), we have
T ko+j T
D= D) @+ > ()]
k1 k=1 k=ko+j+1
T
< |bij16 + Z 1Ykt 1—pery ()1
k=ko+j+1
CoA
<1+ Y15

where the last inequality holds for uy(j) = 0 when k >
Therefore, it follows from the linearity of (I7) that

Z lyx| = Z IZ yi(j i i lyk (7))

k=1 j=1 _jlk:—l

pco)\
<( Z [bi.519,

ko+7.

which yields the result. ]
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Theorem 2: (Differential privacy for Participant P;,7 =
1,---,m) For System (I) and Algorithm (3)-(7), let 6 > 0
and € > 0 be any prescribed privacy indexes. If Assumptions I]
and |Z| hold, and Participants Py and P; choose by and b; such
that

Ci72 1

( b + bi)(s <e
where C; 5 is defined in (I6), then Algorithm (G)-(7) is e-
differentially private under é-adjacency for Participant P;.
Proof. Note that the attacker is able to infer w;o.7,_1]
easily according to System (I) by colluding with all other
participants when the system noises are zero. This makes it
impossible to protect Participant P;’s sensitive information.
In this case, we should also protect Participant Py’s sensi-
tive information. Then, the attacker’s observed information
is [Jfim) Ui jor,—1y)s Where T > Ti. We denote this
correspondence as Mo (u; 0.1y —1]) = [g,[llzTg]7aZ[0:T271]]T'
It suffices to show that for any 75 > T, any wu, [0:T171]
and u;[o:Tﬁl] satisfying |u; 0., 1] — 0T 1]H1 0, and
any D € %(RQB), it holds that P(Mg(u Jo—11) € D) <

(18)

efP(Ma(u] 0T — ]) e D).
Denote
U—i,[0:T,—1] = [u’{,[O:TQ—lp T ’u;'r—l,[O:Tg—lp

T T T
Wig1,[0:To—1] """ aum,[O:T2—1]] .

Note that P(Ma(u; 10:7,— 1])6 D) = P([yh Unry) i, [0 T2—1]] €
Dlu; [o:r,—11) and ypi.p,) is determined by u_; o.7,—1»
U; i,[0:T1 —1]> 1,[T1:T2—1] and w[l:Tg]' Then, by Assumption E
we have

P(Ma(ug 0.7, -17)€ D], [T1 Ty—1]5 Ui [0:To —1]> W[1:T5])

7

1 1
:JR2T2(2bO)T2 2b T2 H D‘yk yk+77k) b0

& k= _
Lp|,, e l(ui k-1 +&ik—1)e dATQd:T2
= 1 Tz T2 ykbiyk'
B fRZTZ ( 2b0 2b H D‘yk 0
_ M
1pjs,,_, (Wik-1)e dAr,dZr,, (19
where dAp, = dn - --dnr,,d=p, = d&io---d&im, 1,
dAT2 = dgl e dgTzvdETz = dﬂi,o te dai,TgfL
Similarly,
P(M2(“§ [0:T) — 1])E Dlu;, [Tl-TQ 11> Umi [0: Ty —1]> W[1:T5])
_ 1 T2 T2 Nk kl:yfcl
B JR2T2(2bQ 2b H D‘yk ’
M
pjs, ,_, (@ik-1)e” dA7,dZg,. (20)

When u; [7,.1,-1]> U—4 [0:15] and wi.7,] are given in System
(1), we have

T>
D3 i1 =y | = forry—11 — ., 171 <O. (21)
k=1

By Lemma [2] we have

T —1
Z |yk - y}g| Cz 2 Z |uz k — X Ci,26- (22)
Note that
_ _ U —vgl _

J H D‘uk yk)e "o 1D‘77'i k—1 (ui’kil)
R2T2 el ’

194,k — 1—u k=1

e dATQdHTQ

= N 7 T Al T e A

<), Tty iy, (@)
R2T2
14 g—1— ulk 1| ‘”L k— 1_“;}, il _
e dAT2dET2
TZ ka yk‘ Ju Ui k— 1 zk 1‘
= e~k= i
oy kl_[l Dlg, (Y1)
ka ykl 195 k— 1 “7k 1l
6 1D|u 1 (Ul k— 1) (11\7’2(1._.7’2
Then, by (I8)-(22) one can get

P(Ma(us j0.:7,—11) € DI 1,15 175 U—i,[0:To—1]> W[1:T5])
<€ ]P(MQ( 0 T1—1 )eD|ui, T1:T2—1]7u—i,[OIT2—1]7w[1:T2])7

which implies that
P(Ma(u; [0:7,—17) € D)
L (M2 (u; jo:7, 1)) € Dl 1.1, 15w
dwpi.r,)) P P

—1,[0:To—1] »

dpP

Ui, [Ty :Tg—1]

<e J’Q (M2( Jo:m—11) € Dlwi 1,11, u—i o117 5

U—i,[0:Ty—1] W[1:T9]

dw[l Tz]) Pui,[Tl:Tz—l]dPu—z‘,,[o:T2—1]de[1:T2]
= €E]P>(M2( ,[0:Ty — 1]) € l))7
where €2 is the sample space of w;[r.1,-1], U—i[0:1o—1]
and W[1.T3] Pui)[leTz_l], Pu_i,m%_l} and Pw[mﬂ are the

probability measures of u; [7,.7,—1], U—q,[0:75—1] and W[1.7],
respectively.

Remark 11: Note that for any € > 0 and 6 > 0, Participant
P; and Participant Py can always find sufficiently large b;
and by to satisfy (I8). This implies that Participant P; can
achieve any privacy protection level by cooperating with
Participant Py and adding sufficient ‘large’ noises, no matter
how many other participants the attacker colludes with, how
those participants choose their inputs and what the system
noises are. Furthermore, it can also be seen from the proof
that e-differential privacy of u; 0.7, —1] still holds even if the
attacker knows w; 7,.1,] exactly.

Remark 12: In practice, from (T8) it follows that & > 0

and € — Cg’;é > 0 when C; o # 0. If we take the same
0 in Theorems 1-2, then by ¢ — CZ—';‘S > 0 we have by >
Ci,z(s

, which further implies that by derived from Theorem
2 must satisfy that €12 < CC ¢ in Theorem 1. This means
that the algorithm must first be %-dlfferentlally private for

Participant Py, and meanwhile there is still some ‘budget’
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(e — ’25) left for Participant P; to achieve e-differential

privacy. “This is consistent with the fact that we must protect
the sensitive information of Participant Py in order to protect
the sensitive information of Participant P;.

Remark 13: If p = 0, i.e. no regression terms in the output
of System (1), then C;o = 39_, |b; ;| in (I6) which also
simplifies the selection of by and b; to achieve e-differential
privacy on the system input.

The following theorem shows that if System is not
asymptotically stable, then e-differential privacy cannot be
established.

Theorem 3: (Necessity of differential privacy) For System
and Algorithm (B)-(7)), suppose that wy, = 0, Assumption 2]
holds and System (I)) is not asymptotically stable. Let ¢ and
0 be any positive numbers.

« For Participant Py, if 71 > p, then there exists J-adjacent
Yp1:y] and yELTl], sufficiently large 75 and measurable
set Dy € %(RB) such that P(M;(yp.ry1) € Do) =
e“B(Mi(,.1,,) € Do).

« For Partlclpant Pisi = 1,--- m, if Ty > p and
bl 1 # 0, then there exists d-adjacent wu; o.r,—1] and

u; [0 1] sufficiently large 7> and measurable set
Dy € %’(RQB) such that P(My(u; o.1,—17) € Do) =
€ P(MQ( 0T71)6D0)
Proof. Since System is not asymptotically stable, there
exists zg # 0 € C such that |zp| < 1 and A\(zp) = 0. Clearly,
AMZp) = 0. Define A = 2, ¥ + 2z, % with ;' = re and
251 =re~ ", r > 1. Then, Ay = 2r* cos(kf3) € R by Euler’s
formula and Agy1 = a1Ap + a2lp_1 + - - + apAp1—p for
k = p by the property of difference equation. In addition,
for any 5 € [0,2w), there exist ng,kg € N such that
nof € (2]€0ﬂ' — g,Qkoﬂ' + g) Let ag = |2k071’ — n06| < %
Then, there exist strictly increasing sequences {n;};»; and
{k(nz)}lzl such that ningﬂ € [Qk(ﬂl)ﬂ — Qp, 2]43(711)71' + Oéo]
and cos(n;noB) = cos(ag) = ~, where k(n;) means that
integer k depends on n;. Setting k; = n;ng, we have Ay, =
2rki cos(k;B) = 2 for i > 1.
1) For any given y1.1,], let y{lle] =yl + ”leu & with
v = [Al,AQ,' ATI]T Then Hy[l ] T lel Hl X 0.
Further, when u[g.7, 1) is given in System (T, we have y;C

Yk, = HAvilh for i > 1.

Note that y[r, 41.7,] is determined by y1.77 and u[o.7, 1]
when wy, = 0. Then, we can choose Dy such that Dolg, =
{z|z < yk,} and Doy, = R for k # k;. Let ny be the number

of k; satisfying k; < T5. Then, we have

P(M(y 1T1])€D0|U[0T2 1])

1 it 19k~ |
_ ny -
_J (o)™ T 1 1by,, ()e” 70 dA,,
R™ 470 i=1
T Yk LY +Hv1H1)‘
- f 2b v ik
i=1 0
a\_;‘l A, n 1T, —vr, | _
TorTibo b 1 H Dy () %0 dA,,
- (S 1

syl oAy

Tt (M, (y Y1) € Dolupo.r,—11)s

:ei

where dA,,, = dyk, Ay, - - dgkm.
Note that ny — oo as To — oo. Then, we can choose
sufficiently large 7% with ny > ”"12”%. Therefore,

P(Mi(yp:17) € Dolufo.r,—11)
(W"l Ag,

—e Terliso - ]P’(/\/h( 1T]) € Dolujo.1,—11)
=e IP’(./\/ll(y[lle]) € Dolu O:Tg—l])'

Integrating upg.7, 1] on both sides yields the result.
2) Denote xj, =y, — yx and 0 = u;  — u;k Then,

Tp41 =01%k + Q2%k—1 + - + ApTy1-p

+ 05,10k + b 20k—1 + - + i g, 0k11-g;- (23)

Since T > p and b; 1 # 0, we can always find 65,0 < k < T}
such that xp,_py; = A; for ¢ = 1,--- ,p. In fact, we can
choose d; = 0 for kK < T7 —p. Then, 2, = 0 for 1 < k <
Ty — p. By setting T —pt+l = A1, we find 6T1,p = Al/biJ.
By setting zp, —p42 = Ag, we find dp, _py1 = (Ao —a1 Ay —
b; 201, —p)/bs 1. Following this process, we find all the required
O for 0 < k < Ty.
Therefore, for any given w; [o.7, 17, let u; [o: T1 1]

Ui, [0:T1—1] + 5”1) T with Vy = [50,51,.. . ,6T1 1] Then,
Hui,[O:Tlfl] /,[O.Tlfl] Hl < 0.

Let u; (1, 1,—1] and u_; 0.7, 1] be given. Then, d; = 0 for
k>T, and x —y;c Yk = % for k > T, — p. Note

that y[r, 41.7,] is determined by y[;.7,] and wp.1,—1] When
wi = 0. Then, we can choose Dy such that D0|yki+T1_p =
{z|z < yr,41—p}> Dolg, = R for k # k; + T1 — p and
Dyla, = R for all k. Let ny be the number of k; satisfying
k; +T1 — p < Ts. Then, we have

PMo(u;

W; [0:, — 1])€D0|U* [Ty:Ty—1]5U—,[0:T5 1))

1 n
:jan(2bO ’ 1_[ D‘yk i+ T — p(yk +77— p)

ie1
7‘yki+T1—p yk73+T17p‘
e 5o dA,,

AL

n2 Yk T —p ] |9k ATy Yk A1 Ty |
= —)"2e” bo
=1 0

YkoAT1—p

_5\"2 18 1 no
—TosTase )2
=e Tw2libo (2b | | Dl sy - (yk +Ti—p)
Rm2 0 i=1
kT —p =Yk —pl
e bo ng
—6y2) A,

=¢ T2l P(Ma(u; [0:1,-1)€D0 W 11y 111 Ui, [0:75-1] )

where dAnz = dglﬁ +T1—p" " dgknz +T1—p-
Note that ng — o0 as 175 — oo0. Then, we can choose
sufficiently large T% with ny > ”1’22”%. Therefore,

P(Ma (s jo:7,—11) € Doluws [1,:15 1> U—i,[0:T2—1])
Zeep(M2(u;,[O:T1—l]) € Dolu; [7,:1,-1]5 U—i[0:T5—1])-
Integrating u; [7,.1,—1], U—i [0:1,—1] On both sides yields the
result. u

Remark 14: Theorem [3] means that if System (I) is not
asymptotically stable, for two adjacent system outputs or
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system inputs, as long as the attack duration is sufficiently
long, then they can always be distinguished with a high
probability, thus the e-differential privacy cannot be achieved.

Theorem 3| shows that the ratio of P(M;(yp1.1,]) € Do)
and P(M1(y[,.7,)) € Do) can be arbitrarily large. However,
this does not imply that the attacker can choose Dy to tell
Yi o1y 1) from y; o easily. Because P(Mi(yp.ry)) €
Do) and P(M(y[,.7,1) € Do) both can be so small that the
events {Ml(y[1:T1 ) € Do} and { M (y[;.7,1) € Do} are both
almost impossible to happen in practlce The same reasoning
goes to P(Ma(u; (0.1, —1]) € Do) and P(Mg(u;’[ofrl]) €
Dy). This dilemma can be solved by the following corollary
when System (T)) is unstable.

Corollary 1: For System (TI)) and Algorithm (3)-(7), suppose
that wy, = 0, Assumption [2] holds and System (I)) is unstable.
Let € and  be any positive numbers.

« For Participant Py, if 71 > p, then there exists J-adjacent
Ypi:y] and yille], sufficiently large 75 and measurable
set Dy € %(RTZ) such that P(M;(yp1.1y]) € Do) =
e“P(M1(y[1.7,)) € Do) and P(My(y1:7)) € Do) = 3

« For Partlclpant Pi,i = 1,---.m, if T1 = p and
bi1 # 0, then there exists d-adjacent u; .7, 1] and
u;)[&Trl], sufficiently large 75 and measurable set
Dy € #(R*"2) such that P(Mz(u; [o.;r,—17) € Do) =

EP(MQ(U 1i-1]) € Do) and P(Mo(u; 0.1, —11) €
D) =
Proof. Since System is unstable, there exists zg # 0 € C
such that |zg| < 1 and A(zp) = 0. Define Ay, as that defined in
the proof of Theorem [3] Then, there exists a strictly increasing
sequence {k;} and v > 0 such that Ay, = 2rFi cosk; >
2yrk with r > 1.
1) Since r > 1, there exists n; > 0 such that A,

ny
[v1]1boe
4

. For the d-adjacent y;.7,] and y[1 1) in Theorem
there exist 75 > ny and Dy € Z(R”2) such that D0|yk”
{z|r <y, } and Doy, =R for k # k. Note that

P(M1(yp:1iy) € Dolufor,—11)

yk‘nl 1
=P(7, < -
(Jkn, < Yk, ) J_OO T

I E=21\wV

‘yknl yknl‘ 1
dyknl = 5
Integratmg uo:,—1] on both sides yields P(M (ypy. Tl]) €
Dy) = 5. Similar to Theorem I we can prove the remaining
result.

2) Since r > 1, there exists ny > 0 such that Aan >
Ivzlhbos * Bor the §-adjacent w; Jorry—1; and ) i 1) in
Theorem [3| I there exist 7o > ng and Dy € %(RQTQ) such
that .D()|ykn2 = {.’E|{,C < yan} D0|yk = R for k # ]ﬂn2 and

Dyla, ,, = R for all k. Following the reasoning of the former

part yields the result. ]
Remark 15: 1f the attacker knows w;[o.1,—1], ¢ =
1,--+,m, then from Corollary (1| the attacker can choose a

sequence of {e(1)};~, with e(I) 1 oo. For each ¢(1), there exist
T»(1) € N satisfying To (1) > To(I—1) and Dy(1) € ZB(RT2W)
such that P(M(y[i.y7) € Do(l)) = 1 and ]P’(Ml(yh:Tl]) €
Dy(1)) < e=*". In addition, for a fixed T5, it can be verified
that {¥r,, ,, € Do(l)}: are independent for [ satisfying T5(1) <

T5. Let T 5 — o0, by Borel-Cantelli theorem [46], }P’(ykn o €

Do(l),i.0.) = 1,ie. {Yk, , € Do(l)} happens infinitely many
times, and P(y’; o € DO( )) | 0. In this case, for the 0-
adjacent y[i.7] and yfl:Tl], the attacker will finally observe
{Uk,, iy € Do(l)} and declare that g, ., is from yp.7y
rather than yfl ] with arbitrarily large probability. The same
reasoning works for ul [0:71 1] and ) . 1, _11- Therefore, we
assert that if System (T)) is deterministic and unstable as long
as the attack duration is sufficiently long, the attacker can
always find a sequence of sets Dy to distinguish the sensitive
information from some of its J-adjacent neighbors.

C. Performance analysis

In this subsection, the estimation error of the algorithm will
be discussed. To do so, we introduce the following useful
assumptions and lemmas.

Assumption 3: {wy, Fr} is a martingale difference se-
quence with { %} being a nondecreasing o-algebra sequence
and there exists 3 > 2 such that sup, E(|wxi1|?|Fk) <
00, a.s.

Remark 16: Assumption [3|is a standard assumption in the
asymptotic analysis of system identification of linear systems
[2], [6], [7] and allows the noise process to be non-stationary.
In Assumption [3] a sequence of martingale differences is
broader than a sequence of independent variables, which
implies a much weaker restriction on sequence memory than
independence and allows wyy1 to depend on .%;. Many ran-
dom variables, such as Gaussian random variables, uniformly
distributed random variables, satisfy this assumption.

Assumption 4: The regression vector {¢y, %} is an adap-
tive sequence, i.e. ¢ € Fi,Vk =0

Remark 17: In fact, the o-algebra .%; in Assumptions
and [4] can be set to be o {y;, us1,wi,m, &igli = 1,-++ ,m, 1 =

0,1,--- ,k} with y; = 0,w; = 0, = 0 for [ < 0.

Lemma 3: For Algorithm (3)-@), XV 3,67 Pipr <
In |Pk+1| —In|F; .
Proof. The proof of this lemma is similar to Theorem 3.2.1
of [7], so we omit it here. |

Following the ideas of classical least-squares methods in
linear stochastic regression model [1], [2], [5], we have
the following result for further convergence analysis of the
algorithm.

Lemma 4: For System (I) and Algorithm )-(7), if As-
sumptions [2]-[Z_f] hold, then there exist x > 1, > 1, such that

9k+1Pk+19k+1 + (11—~ + o h ‘Pt

||M:v

B O(lnrk(ln(e—i-lnrk)) )+(1+’y+0(1))sk, B =2; s
"1 O(nrg) + (14 + o(1))sg, B>2
where ), = 0 — 0, s, = ZfZO(GT(got — @¢))? and
k
re=e+ > [@* (24)

t=0
Proof. Substituting (Z) and (@) into (6) yields

Or11 = O + @ Pepr (0 on + wis1 + N1 — 0 r),
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which implies

Ors1 =0 — Opi
=01 — ar P (07 pp + wir1 + st — 0L @1
=01, — ar Pe (0" ox — 07 @1 + 07 1 — 0L o1

+ W1 + Mit1)
=01, —ax Pri[0F Px+0" (r — Pr) +wit1 + k1]

=0k — anPrr(0F o1 + dic + Vi1, (25)

where di, = 07 (¢ — ¢r) and vy = Wi + M.
Consider the following Lyapunov function: Vj, = 6} P, 0.
Then, by (23) we have

Vir1 = é/{ﬂpklllékﬂ
=[O — a1 Pe i (0F o1 + dic + vi41)]”
[6k — ax Per (0} @1 + di. + vis1)]

1
Pk+1

=05, k+19k 20,0} Py} Prupr (0F @1 + dic + vs1)
+ @ ¢ PkPkHPWk(@k @k + di + vp41)°. (26)
For the first term in 26), by (7) we have
égpkjrllgk =é£(15];1+(,5k@g)§k =égplglék+(é£@k)2 27
For the last two terms in (26), by (3) and (7) we have
Pk+1Pk:ka = (Lk(I + PrPy, Pk)
=a,Pu(1 + o Pur) = P,
and Elk@gpk(ﬁk =1 — ag.
Therefore,
ar0f Pl Per(0F @r + dic + vis1)
= 07 51(0] ox + di, + vis1)
= (04 @x)° + 04 Prdi + 07 Prvg1, (28)
and
&i%ZngpkHPk‘Pk(ek @k + di + vks1)?
= arpp, Prr(OF Pr + di, + vg1)’
= (1 —ax)(0F @1 + di, + ves1)> (29)

By substituting 27)-@29) into (26), it follows that
Virr =05 P 0k + (67 01)” — 2[(0F @1)* + 0} rd,
+ 0F Grvsr] + (1 — ar) (0F @r + dic + vi1)?
=0 P o+ [1 =2+ (1 — aw)](0 o)
+[—2+2(1—ar)]0f Grdy +[—2+2(1—ax)]0F Prvea
+ (1 — ag)ds +2(1 — @g)dgvry 1 + (1 — ar)vpy
=01 P 0 —an (0] ¢r)* —2ax 0] Grdy, —2a0F Prvrs1
+ (1= ag)di +2(1 — ag)dpvgs1 + (1 — ax)vi, .

Then, summing up the above equations from time O to time &

leads to
k

Virr + ), a0 @1)
=0

=Vy—2 Z atet Dydy—2 Z a0, aptvtﬂ—i-z df

= t= 0 =
k

Now, we deal with summation terms on the right-hand side of

(30) one by one.
1) Note that Va,be R,y > 1,2ab <

(30)

vt+1

1 — Gy)dyVe g1 + Z

va? + %b2. Then,

k k
-2 Z a0 prdy < Z 2(a;0] 1di|
t=0 t=0
k

1
Z vd? + W(atot @1)? Z{Vd + 7at(ﬂt @)%}

t=0 t=0
=8 + = Z a (0] 1)
70

2) Since 1, ~ L(0,by), E|ni|* < o for all & > 0 and any
x > 0. Consequently, by Assumption [3]and C\.-inequality [7],

€1y

sup E(|vg41°|Fk)
k

<27 Sl,ip(E(|wk+1|ﬁ|ﬁk)+E(|nk+1|B|<%f)) <o, (32)

which implies supy, E(|vgs1)?|Fr) < 0.
Note that akﬂ Pk € Fi. Then by Theorem 1.2.14 in [7],
there exist 6; > 0 and d5 € (0, ) such that

k
Z a0 Grvi1
t=0
koo ) k
= O[> (@:b] )17 (In(e + > (a:bf ¢1)° ))2+0n)
t=0 t=0

(@tétT@) %

o

k
=0([ o[, (@bf ¢:)°1%)))
t=0

1=

i
o

H;TLPt a.s. (33)

, , (In(etx)) 3+
where the second equation comes from lim,_,, ~———5——

52
= 0.
3) Since 0 < ay < 1, by (3), we have
k k
i —ay)d Z (34)

t=0 t=0

4) Note that (1 - ak)dk € Sy, Supk(|’t}k+1| |Jk) < oo and
Zt o d; = si. Then, by Theorem 1.2.14 in [7], there exist
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65 > 0 and &4 € (0, 3) such that

k
Z (1 = a¢)dvi g1

(35)

5) Note that by (7), P,
definite. Then,

5—1 ko — _p . ..
k+1 =P+ @yp1 is positive

y DL 4 (P <

k
=(trPy o+ 3 gl Pyr
t=0

7 (1 Py )50

Consequently, by (24) one can get

In |P1<: O(1) + O(lnry). (36)

+1|_

By using C,.-inequality and Lyapunov inequality [7], it follows
from (32) that for any « € [2, min{3, 4}],

sup El[vi 41 = E(i 1| Za) |21 F4]
< sup 25 (B[R |21 Z6] + BIE(vf 41| F0)|% | 73])
< sup 22 (EllvR 41|21 Fk] + | B(vi 41| F3) %)
+ (Ellwr ")) =)

= 4sup E|vk41|*|Fr] < 00, as.
k

< 2sup(Ellwi[*] 7]

Note that 1 — @, = arpr Pupr € Fr by and {v} , —
E (v}, ,|%k)} is a martingale difference sequence with respect
to {F}. It follows from Theorem 1.2.14 in [7], Lemma and
(36) that for any d5 > 0 such that

=

(1 = @) (v} = E[vi1|74])

t=0
k , k
=0([D (1 —a)F]o[In(1 + Y. (1 —an)#)]=+%)
t=0 t=0
k . k
ZO([Z(l —CLt E Z 1 —at )
t=0 t=0
— 2
=O((In| Pl | = [F )= (In(1 + In [ AL |
—In [Py ) a+0%)

=0(1) + O((Inrg)a (In(e + Inrg))a T%)  as.

For the last term in the above equation, if 5 = 2, then 2 -1,

else if 5 > 2, then « can be taken greater than 2 with =<1

and there exists s € (0,1 — 2) such that

O((Inrg) = (In(e + Inrg))a +9)
=O((1nrk)%(0(1) +o((In73)%))) = O(1) + O(Inry,).

Thus, for both cases, set Kk = 1 + J5 > 1, we always have

k
2 (1= a)(viy — E[vfy|7])

=0
= O0(1) + O(Inry(In(e + In7g))<t5=2)  as.

&

Therefore, by Assumption 3] Lemma [3] (36) and the above
equation,

(1- dt)vt2+1

=

~
Il
o

—a)(viy — B(vi1|70))

Il
M=
—~
~

oy
Il

+
M=

(1—a)E®; | %)

t=0
k
<D= a0 - BGR|7) +0 Y0 - a)
t=0 =
=0(1) + O(Inrg(In(1 + In 7)) He=2r) + O(Inry,)
=0(1) + O(Inrg(In(e + Inry))™e=21)  as., (37)

where o = sup, E(v;_,|.#) by Assumption

Substituting (1), (33)-(33) and (37) into (30), we have

k
1
Vk+1+(1_§+0 Z (67 @0)?

=0(1)+(1+~v+o0(1))sk+ O(lnrk(ln(e—klnrk))”l{ﬁ:?}) a.s.
Note that Inry > 1. Then, the result is obtained. |

Theorem 4: For System (1)) and Algorithm (3)-(7), suppose
that Assumptions [TH4] (IT) and (I8) hold. If there exist £ > 1
and v > 0,

Inry_ 1(ln(e+ln rr—1))"

-0, B=2;
In ‘1“‘“( v ) a.s. as k— o0,
ey 0 B> 2,
(38)
1~
71 = liminf Amin(EP,;l) >0 as., (39)

then

i. Algorithm (B)-(7) is e-differentially private under o-
adjacency for each participant;

ii. For ék =0 — 0;,, we have

_ BRAS™ .2
lim 6] < 2[6)y [PRF 2= 90 o )
k—w ")/1

Proof. The e-differential privacy follows from Theorems
Next, we only need to prove (@0).
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By Lemma [4] for sufficiently large k,

10,12 < PEE O
Amin(PIQI)
1 1 _
Sﬁ[ekp O+ (1= +o(1) Z 0] ¢1)°]
IIlll’l( k ) ~ P
1
ﬁ[o(l) + (147 +o(1))sp-1
Hlln k)
(Inrp—1(In(e + Inr,— 1))”1{B=2})]
1 Sp—
=0(—5=) + (L +v+0(1) — ==
)\min(Pk 1) mm( )
Hl{ 2}
+O(lnrk71(ln(e +1Inry_q))tie= . )

Amin (P];l)
Note that P, *

(39) that

is positive definite by (6)). Then, it follows from

1 1
0< —==- < — as., (42)
/\min(P}C 1) 71k
which implies
1
————— >0, as. as k— oo (43)
Amin(P )
Note that
Z QT (1 —
- p m gi
Z Z ajne—j+1 + Z Z bij&it—jr1)?
t=0 j=1 i=1j=1
Then, by Cauchy inequality and Assumption [2]
— P m qi
2
sp—1 < [0 Z Z Mi—jy1 T Z Z & ijr1)
t=0 j=1 1=17=1
k—1
<01 > (on? + Z 62y, (44)
t=0 i=1

where 7,41 =0,§,, =0 for k <O0.

Consequently, by @2), (@4) and Kolmogorov’s strong law
of large numbers [46],

im k1
k—x ’ylk'

Sk—1

lim —F1 <
K% A (P )
6] Zt 0(p77t +20 a4k 11‘)

< lim
k1—>/ ’Ylk
0)%(2pb2 + 2> q;b?
=H H ( D 0 + Zz:lq z) as. . (45)
!
Therefore, letting k¥ — oo in @I)), and by (38), @3) and @),
we have
- 1 2pb2 + 237" ;b2
lim ||0/€H2 < H0H2( +’Y)( POy + Zz:lq z) as. .
k—wx Y1
Let v+ — 17 in the above inequality. Then, the result is
obtained. |

Remark 18: (38) in Theorem [ are similar to the persistent
excitation condition in [3], [4], [7]. In the case of § > 2,

Inre_q

(38) reduces to o (P
well-known possible weakest excitation condition for strong
consistency of the least-squares estimate for stochastic regres-
sor model [2]. It is worth pointing out that no independence
and boundedness conditions on regression vectors are needed
in Theorem [l

Remark 19: From the definition of P L 71 can be treated
as a lower bound of the energy of regressor vector ¢. Besides,
Sk_1 can be regarded as the energy of the added noises (1
and &; ;). Then, m can be regarded as the signal-
to-noise ratio in some sense. (@0) shows that the estimation
error of the algorithm is inverse to this signal-to-noise ratio.

— 0 which is equivalent to the

Remark 20: Theorem M) shows that the estimation error of
the algorithm vanishes as b; vanishes for ¢ = 0,1,--- ,m
However, (I1) and (I8) require b; to be larger if participants
want to seek for better protection of the sensitive information,
that is, smaller ¢ and larger .

Remark 21: As shown in Theorem [ in order to achieve
the differential privacy, the algorithm does incur a loss on
the utility, and thus gives biased estimates. This reveals a
trade-off between the utility and the privacy of the algorithm,
which is consistent with the current literature’s results on
differentially private algorithms. The ability to achieve the
differential privacy makes our approach suitable for privacy-
critical scenarios.

An interesting fact is that e-differential privacy and almost
sure convergence of the algorithm can be both achieved when

there is no regression term in the output of System (I) and
only Participant Py wants to protect its sensitive information.

Theorem 5: For System (1)) and Algorithm (3)-(7), suppose
that p =0, & = 0 for i = 1,--- ,m, k > 0, Assumptions [I}

Bl @ and (T1), 38) hold. If there exists x > 1,

/\min(Pl;l) — 00, (46)

then

i. For Participant Py, Algorithm (3)-(7) is e-differentially
private under d-adjacency.

ii. O — 6, a.s.
Proof. The first result directly follows from Theorem [I] And
s0, it suffices to prove the second result.

Note that p = 0 and & = 0 for i = 1,--- ,m, k
©or = @x for k= 0. Then, di, = 07 (p, — ¢r) = 0 for k
and further, s, =0 for k > 0

209
=0

s

By Lemma [4] we have

k

o 1 _
Or1 Pl Orar + (1 — " +o(1)) Z ay(67 1)°
t=0

= O(Inri(In(e + In7y))"te=21) + O(1) aus.



IEEE TRANSACTIONS ON AUTOMATIC CONTROL, VOL. XX, NO. XX, XXXX 2024

Therefore, for sufficiently large k,

ézplzlék

017 < T
min\{ g

X

Z

1
[ekp Gk—l—(l———i—o
§a!

/\

t‘Pt)]

5Ty

[0(1) + O(In7p_1(In(e 4+ Inry_1))~ts=21)]

Inry_y (In(e+1Inryy))"tes=2
)‘min(pk_l)

a.s.

)+
(47)

This together with (38) and (@6) implies the second result. B

Corollary 2: For System () and Algorithm (3)-(7)), suppose
that p =0, & =0 for i = 1,--- ,m, k > 0, Assumptions [T}
Bl [ and (TI) hold. If there exist £ > 1, > > 0 such that

1_
) < limsup Amax (P

0 < lim sup Apmin( 15,;1 D < 9,
k>0 k

k>0

a.s.,

(48)

e e

then

i. For Participant Py, Algorithm (3)-(7) is e-differentially
private under d-adjacency.

ii. 6 — 0, a.s. and
O(M)’ B=2;

L

9 = { Ol .
Proof. Note that @) follows from @8) and In7, = O(In )
follows from 7y, < 1+trP )} < 1+(p+21 1 4i) Amax (Ppy)
and (@8). Then, the result yields from ‘m

Remark 22: From Corollary 2, the proposed algorithm can
only lead to consistent estimates if the system is exactly of
the ARX form with the perturbations in the system output.
However, as shown in Theorem [ when the introduced per-
turbations are in both system output and system input, the
estimate of the algorithm does not converge to the true value 6.
It should be pointed out that when there is no need for online
computing, the total least square algorithm in the errors-in-
variables problem [48] can be used to overcome this problem.
The estimate of the total least square algorithm can converge
to the true value.

a.S.

D. Optimize performance with guaranteed differential
privacy

For the convenience of the analysis, let

Qbk = [yka e 7yk:7p+17u1,k7 U 7u1,k7q1+17 ey
Um,ky - - - 7um7k—CIm+1]T € Rp+2i;l qia
- PR p— s DR s —q1 DRI
Ck [77k7 » Nk p+17€1 k> 7§1k q1+1, ;
T m o
§m,ka oo 7§m,k7qm+1] € RIH_Z’:I 4.

Then,
k—1 o B
= Z () + P5 ")

Z [(6e + C) (b + )" + Byt

— k—1 k—1
D t¢Z+Z GoF + D alT+ Y. G +Py . (49)
t=0 t=0 t=0

t=0

x-w
»ao

Based on Theorem [d] we have the following corollary.
Corollary 3: For System (]II) and Algorithm (3)-(7), suppose

that Assumptions |I|-E|, (1), (18), (@8) hold. If
Z lpel* =

and there exists v3 > 0 such that 0 < 3 <
lm infy_o Amin(Py 1)/k with Prt = Y00 g0l + Byt
being positive definite, then
i. Algorithm (B)-(7) is e-differentially private under o-
adjacency for each participant;
ii. For 9~k = 60 — 0, we have

lim sup ”ék” < 29\/
k—w 73
(5D

Proof. The e-differential privacy follows from Theorem [ We
only need to prove (31).
From (@9), (30) and Theorem 1.2.14 in [7] it follows that

(50)

), a.s.,

P2+ qib?
+2min;—o,1,....m {bz2} 7

a.s.

k—1
Pl =(1+40)P "+ )G (52)
t=0
By Kolmogorov’s strong law of large numbers [46] and the
property of Laplacian distribution, we have
b2

e Umy e ey

k—1

1

- D7 G¢! - 2diag (b, ..., 05,07, .., b, b2). a.s.
t=0 Y iy

p q1

Note that b; > 0,7 = 0,1,...,m, and (2) holds. Then,
1/ Amin (P 1) O(7),a.s.. Specifically, for any A €
(0, min;—o,1.....m {b?}), there exists ko > 0 such that

1 1

dm

51y S . , Yk > ko,
Amin (P )~ (93 +2mini=o 1, m {07} — A)k 0
(53)
which implies
1
m —0, as. as k— oo (54)

By #@4), (53), and Kolmogorov’s strong law of large numbers,
we have

Sk—1

lim sup _
k—w /\mm(Plgl)

< 19]? Zt O(pnt + 200 6 )

<limsup

koo (Y3 +2ming_o1, . m {07} — A)k

PR+ 23T ait?)
Y3 +2mini—o,1, . m {67} — A

a.s. (55)
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Letting k — oo in (@T)), by (38), (34) and (33), we have

oz L@+ 2300 0D
Y3 + 2min¢:0,1,...,m {b%} -A o

lim sup [z | <
k—w
Let A — 0%,y — 17 in the above inequality. Then, the result
is obtained since A is arbitrary in (0, min;_o 1, {b?}) and
~y is arbitrary in (1, 00). [ |

From Corollary 3] the upper limit of the estimation er-
ror is bounded by the variances of added noises in the
form of 2]0]v/(pb + 2.0, :b2)/ (33 + 2mini—o.1.._m (B2)).
If participants choose by and b; properly, then the upper
limit of the estimation error can decrease. Next, we derive
the following optimization problem for all participants to
achieve e-differential privacy and to minimize the bound of
the estimation error’s upper limit.

phg+30" ) 4ib}
Y3 +2min;—o1,....m {b%}

argmin f(bg, - (56)

7bm) =
b;:1=0,1,---,m

D, @)

b >0,i=0,1,---,m

Lemma 5: For System (I) and Algorithm @)-(7), let e

and § be two positive numbers. Then, the optimum of the
optimization problem (56)) exists in a bounded set.
Proof. First, we show that the feasible set of the optimization
problem is closed. Denote v = (bg, b1, . ..,b,) € R™*! and
So = {v e RPGE < ghy > 0} = {v € R"* | >
cha >O},Sis{veRm+1%+b% < 5,00 > 0,0 >
0} c {v e R™IL < £ 92 <&y, > 0,b0 > 0} = {ve
R™+ by > 2 > 0,b; > 01825 > O} = S,. Note that S/ is a
closed set and g(bg, b;) = b 2 4= b is continuous on S!. Then,
g(bo, b;)’s preimage of [e, oo) ie. S;, is a closed set.

By the definition of S;, the feasible set of the optimization
problem (36) is (i, S;, which is a closed set.

Next, we show that there exists a positive number r* > 0
and a bounded cube N(r*) {v e R0 < b <
r*,i = 0,1,...,m} such that the optimal solution v* =
(b, bF,...,b%) e (Ni%y Si) (N N(r*). Below the analysis is
undertaken by two cases.

Case 1: there exists io€ {1,2,- - -,m} satisfying C;, o > Ci.

Since (TI) is implied by (I8) indexed by 7o, (II) can be
omitted, i.e. [~y S = )iz L S;.

Rewrite @) as c” +35 < 5

Then, for any v =

(bo,b1,-..,bm) € ﬂz 1 Si, there always exists A; 1 € (0,1)
such that
Ci 2 e Al 1€
= =(1—-A1)= d —< — . 57
by Wy and oS =5 >7)
Let iy = argmax;{Ci2}. Then, A;7 > A1
for ¢ e {1,2,....,m}\{ip}. By choosing A; o =

: 1 Qig 1 - . .
min{ FC o\ e 2 }, we can claim that v is not optimal

for (36), if A;, 1 in (37) is strictly smaller than A, 0. By this

. . . Ain 0 .
claim, for the optimal solution v*, we have b* > Z%’O , 1.e.

bf < A - fori=1,2,.
Below we will explain how thls claim is established. Let
CZZ’Q =(1—-A4,0)% and ﬁ = Aloio’ Then, from A;, 1 <

A, o it follows that

Ciy,20
= 5/( 10705) bi() and b/ = m > bO.
]genote v' = (by, ..., big—1,b},big41, .-, brm). Then, by
i9,2

Cig,2 / m

) 0> .

b S g we have vl e[, Si.

Denote A;, 0 —Ajy,1 by e\, o for some o € [0, 1). Then,

bo _ b, _ O[Aig’o 07;072(5
O (1= A0 — (Ao —aliy0)] €
al o Ciy,20
= : : 58
1-— (2 - Q)AiO,O + (1 - Q)A?O,O (58)
1 a 0

by, — b, = —— -. 59
© o AiU,O l—ac ( )
Denote m; = min{b3,...,b7 _ 1,1)120,17120Jr17 ..,b%} and
my = min{b62,...7bfo 10202 ... b2} Note that

A1 < Ajypo < HT implies by < b; . Then, together

with b;o < b, and b)) > bo, we have mq; < mg, and further
F(o) = POg + 4igb7, + Xy o1 05
71 +2my
- Pbg + igbF, + Xy o1 45
~ 71 + 2mg
p(B3 — b2) + i (b2, — b2)
7 0 20
= + 60
@) g (60)
By (58) and (39) we have
big = b, _ 1=(2—=a)Aig 0+ (1 - a)A%,
by — bo (1 —a)Ci, 247 4

Since a € [0, 1), the polynomial 1—(2—a)A;, o+(1—a)AZ
strictly decreases on the interval (0,1) with respect to A; o.
Note that A;, o < . Then, 1— (2 @)Ajy 0+ (1—a)AZ (>

1ia > 2. Thus, by Ajyo <

T we obtain

4pC
biy — b;o > 1 r M
b6 — by 401'0,2A?070 Qig Qio(bio + béo) ,

which means p(b§ — bi’) + i, (b7, — bj2) = 0. This together
with implies that f(v) > f(v'). The former claim is
established.

For any v = (bg, b1,...,bm)
A, 2 €(0,1) such that

€ %, S;, there always exists

Ciz € 1 €
= < Ajo= d —=(1-A4A92)=. 61
bo e e e
Forany i =1,2,...,m, by properly choosing a small positive

number A’ 7.0 We can claim that the feasible solution v is not
optimal, if A 22 in (1) is strictly less than A . By this claim,

for the optimal solution v*, we have —3* > Al ;& for i =

by
1,2,...,m, which implies b} < max1<1<m{A }
Let bg(z) = ”5 . Then,
A0 — Aial Cind.
bo — b/ NES i, i,
| 0 O(Z)| AIL OAz 9 c

Similar to the proof of the former claim, this claim holds.
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Case 2: ;o < C; forall i =1,2...,m.

Note that CZ—’Q‘S < Cbg‘s < €. Then, by = Cé}‘s by (1I),
andbiz(l_ccﬁby@.Whenbozbl=---=bm=
7T o Pty a) . LT
b, f(b,...,b) = — T strictly increases in b. Thus,
for any feasible solution v = (bo,b1,...,by,) with b; >

max{?,maxlgigm{ﬁ}} = by fori = 1,2,...,m,
we can always decrease the elements of v to its mimimum
one, and then to by. By (56) we have f(v) = f(bo,...,bo),
which implies b* is bounded in N (by). [ |

Based on the above lemma and Theorems [T} 2] Corollary
Bl we have the following theorem.

Theorem 6: For System (I)) and Algorithm (3)-(7), suppose
that Assumptions [T}4] and (38), (50) hold. If there exists
v3 > 0 such that 0 < 73 < liminfy_o Amin(Py 1)/k
with P~ - Zf;ol b} + Pyt being positive definite, and
each participant chooses b; according to (I1) and (I8) for
i = 0,1,---,m, then Algorithm ()-(7) is e-differentially
private under d-adjacency for each participant, and there exists
f* such that limg_, ||0k] < 2||0|</f*, where f* is the
minimal value of the optimization problem (36).

Remark 23: For given privacy indexes € and &, Theorem [f]
shows the existence of the noise parameters b;’s to minimize
the estimation error of the algorithm with guaranteed differ-
ential privacy.

IV. NUMERICAL EXAMPLES

In this section, we give two examples to show the efficiency
of the proposed algorithm.

Example 1. Consider the following MP-ARX systems with
4 participants:

1 3
Ykt1 =~ Uk + Yk +up g+ 2u1 k-1

+ 3u2’]€ + 4u2’k,1 + 5U3’k + 6U3’k71 + wi1(62)

where wi, ~ N(0,1). Then, we have p = g1 = ¢2 = g3 = 2,

A= [2 _11], and 0 = [—1,2,1,2,3,4,5,6]7. The charac-
8 1

teristic polynomial of System (62) is A(z) = 14}z —32% with

characteristic roots z; = 2,29 = —% that lie outside the unit

circle, and thus, System (62) is asymptotically stable. N%te that
with J = | 4 (1)]

0 3

by Jordan decomposition, A = SJS~!
3 1
°, %’ |. Then, by Remark |1} | A*|| < 1.7x (3)
5 5

with ¢ = [S]|S™!| ~ 1.618, A = 2. Hence, by (12)
we have C7 ~ 7.864, by (I6) we have Cy o ~ 23.594,
Cy9 ~ 55.053 and C35 ~ 86.512. Next, set Py ' = I,
6o = [0,0,0,0,0,0,0,0]T.

To show the performance of the algorithm, set ¢ = 0.5, =
1, ujp ~ N(0,0%) with 02 = 10,50, 100,500,900, re-
spectively. Then, the estimation error of the algorithm under
different inputs is shown in Fig. 2} From Fig. [2] it follows
that the estimation error of the algorithm exists due to the
added privacy-preserving noises. But as the input becomes
more informative, i.e. o2 increases, this error can be reduced
to an acceptable level.

and S =

To show the performance of the algorithm for the special
case in Theorem [5] we remove the regression terms (y;, and
yr—1) in (62) and set & = 0, u;x ~ N(0,100), i = 1,2,
e =0.1,0.5,1, § = 0.5, 1, respectively. Then, the estimation
error of the algorithm under different privacy indexes is shown
in Fig. 3} From Fig. [3] it follows that the estimation error of
the algorithm decreases to 0 no matter what values ¢ and
take on.

Next, we show the influence of ¢ and § on the estimation
error of the algorithm, respectively. Let 6 = 1, u;  ~ N (0, 10)
be fixed, and choose ¢ = 0.5,1,2,4,8, respectively. Then,
the estimation error of the algorithm under different ¢ is
shown in Fig. @] (a). From Fig. [ (a) it follows that for
given 4, the larger ¢ is, the smaller the estimation error is.
Let ¢ = 0.5,u;, ~ N(0,100) be fixed, and choose § =
0.1,0.5,1, 5, 10, respectively. Then, the estimation error of the
algorithm under different ¢ is shown in Fig. {] (b). From Fig.
E| (b) it follows that for given ¢, the smaller ¢ is, the smaller
the estimation error is. Hence, from Fig. E| it follows that the
smaller the noise variance (the larger ¢ in Fig. [ (a) or the
smaller § in Fig. E| (b)) is, the smaller the estimation error is.

16« = 61|

0 20 40 60 80 100
iteration time (k)

Fig. 2. Estimation error of the algorithm under different inputs

— €=0.1,6=05
£€=01,6=10
--- €=05,6=05
——- £=0.5,6=1.0
—-- £€=1.0,6=0.5
- £€=1.0,6=1.0

116« —6l|

40 60 80 100
iteration time (k)

Fig. 3. Estimation error of the algorithm under different privacy indexes
whenp = &1 = &2,k =0

Example 2. In econometric research fields, we study the
impact of historical investment behaviors of 3 banks on the
economic development situation while protecting the sensitive
information involved. y; represents the economic develop-
ment situation of the kth month (internal evaluation indica-
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tors needed to be protected), and u; j represents the credit
investment scale of the ¢th bank in the kth month. wgi
represents the uncertainty in the £+ 1th month. Both economic
development situation and credit investment scale of each bank
are sensitive information. The following MP-ARX systems
with 4 participants are given to investigate the relationship
between the economic development situation of the k + 1th
month and the historical investment scale of each bank.

1 3
Ykt1 == JUk + gYk—1 +2uy g +2.2uy g1 + 1.5us
+ 2.5ug p—1 + 2.4uz j + 1.6u3 1 + W1,

We show the estimation error of the algorithm under different
e. Let § = 1l,u;,, ~ N(0,10) be fixed, and choose ¢ =
0.5,1,2,4,8, respectively. Then, the estimation error of the
algorithm under different ¢ is shown in Fig. 5] From Fig. [3] it
follows that the larger ¢ is, the smaller the estimation error is.
This is consistent with the theoretical analysis.

(a) Different (b) Different &

Fig. 4. Estimation error of the algorithm under different variances of the
added Laplacian noise

116« =8Il

200 300 400 500
iteration time (k)

Fig. 5. Estimation error of the algorithm under different e

V. CONCLUSIONS

This paper has proposed a differentially private recursive
least-squares algorithm for MP-ARX systems. A rigorous
mathematical proof of differential privacy of the algorithm
is established when the system is asymptotically stable, and
well-designed noises are introduced to protect participants’
sensitive information. We show that the asymptotic stability
of the system is necessary for ensuring the differential privacy
of the algorithm. The estimation error and convergence rate

of the algorithm are provided under the general and possible
weakest excitation condition without requiring the bounded-
ness, independence and stationarity on the regression vectors.
In particular, if there is no regression term in the system
output and the differential privacy only on the system output
is considered, then the e-differential privacy and almost sure
convergence of the algorithm can be achieved simultaneously.
Furthermore, we prove the existence of the added noise
intensity to minimize the estimation error of the algorithm
with e-differential privacy.

The algorithm proposed in this paper is not unbiased. In
the future work, it is worth considering how to design a
recursive identification algorithm for MP-ARX systems that
can simultaneously achieve unbiased estimates and differential
privacy for each participant.
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